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• 20 years in information / IT / cyber security
• Security Operations
• Consultant
• Industry Analyst
• Security Advocate
• YouTuber
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Why Is Cybercrime Successful?
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Why does social engineering work?
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Why does social engineering work?

Which line is longest?
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(Spear)Phishing
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BEC & CEO Fraud
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Credential Compromise
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HaveiBeenpwned.com
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Web 3.0



21



22



23

Social Media
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Impersonating Social Media
Social Media Account Takeover
Social Media Phishing Scams
Out of Bounds Communication
And more…



25



26



27



28



29

Protecting Yourself
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Brand
Approach
Culture



How Are You Perceived?
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Think Like A Marketer,
Not Like A Trainer
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Culture
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• Stop and look out for red flags
• Minimise your digital footprint
• Protect credentials
• Build a strong security culture, leverage comms and champions

Protecting Yourself



Thank You

Javvad Malik
Security Awareness Advocate
Email:           javvadm@knowbe4.com
Twitter:         @J4vv4D
LinkedIn: /in/Javvad


